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© In a database or a CATV system for charging a 
fee using a permit key, to prevent troubles, which 
may occur when there are too any requests for the 
permit key, the permit key is broadcast via data 
multiplex broadcasting or via data broadcasting. 

A user who wishes to use the database requests 
for use to a database host station. To this request, 
the database host station charges the fee for use 
and transmits an encrypted data. The user request- 
ed for use decrypts the encrypted data by the re- 
ceived permit key and uses the data. 

A viewer who wishes to view a scrambled CATV 
program requests for viewing" to a CATV station. To 
this request, the CATV station charges the fee and 
transmits a scrambled picture. The viewer requested 
for viewing descrambles the scrambled picture by 
the received permit key and views the picture. 
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BACKGROUND OF THE INVENTION 

(Field of the Invention) 

The present invention relates to a system for 
supplying information of database system of cable 
television system. 

(Prior Art) 1 

In the information-oriented "society of today, 
satellite broadcasting via satellite called broadcast- 
ing satellite (BS) or communication satellite (CS), 
and cable television broadcasting called CATV (ca- 
ble television) using coaxial cable or optical fiber 
cable are being propagated in addition to the exist- 
ing terrestrial wave broadcasting. 

In CATV, which can distribute on several tens 
of channels at the same time;" in addition to" un- 
scrambled general channels, which viewers can 
view by a comprehensive subscription, scrambled 
pay channels such as those for motion pictures, 
sports, music, etc. are provided, which can not be 
viewed by the comprehensive subscription. To 
view these scrambled channels, it is necessary to 
subscribe for ' descrambling: However, Since 5 the 
period of subscription' is* usually about one 1 month , ; 
it is not always possible T tb view the program" by 
request at the desired time. ' ■ 

In order to view live sports program, motion 
picture program or music program brbadcast by 
scrambled satellite TV broadcasting or CATV chan- 
nel, there is a system for viewing per program, in 
which a viewing time recorder is installed for each 
television set and payment is made according [ to 
the record of actual viewing time:. However, such 
system requires much labor and cost for control 
and fee collecting. 

On the other hand, in tfYe information-oriented 
society of today, a database system is being prop- 
agated, in which various types of data indepen- 
dently stored by computers in the past can be 
used by 'connecting 1 each computer via commu- 
nication lines. 1 

the information handled so far in such a 
database systern is coded information with rela- 
tively less amount of information or picture data, 
which can be processed by computer, and it is not 
possible to handle picture data such as natural 
picture or animation. 

Under such circumstances, technique has been 
developed to process picture signal siicrTas televi- 
sion 7 signal 1 by compressing and expanding by 
computer. As common standards for this purpose, 
there are JPEG (Joint Photographic image coding 
Experts Group) standards for still picture, H.261 
standards for television conference, MPEG1 (Mov- 
ing Picture image coding Experts Group 1) stah- 
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dards for storing pictures, and MPEG2 standards to 
cover the current television broadcasting and high 
definition television broadcasting, and attention is 
now s focused on "multi-media system" for stmulta- 

5 neously handling various types of clata processed 
by computers and picture data by digitizing picture 
signal as the technique of the future. 

This multi-media system is also incorporated in 
data communication and is utilized as one of the 

10 data on database. ' r • . - 

With 7 the range of utilization of database being 
expanded as described above, it becomes an im- 
portant issue how to handle the charge for utiliza- 
tion of the data on database. To reliably charge the 

75 fee; 'it is necessary to 'provide a system, where 
data canhot besed unless the user is a regular 
subscriber, and the best means for this purpose is 
to encrypt the data. 

In such case, however, it is necessary to de- 

20 liver a decrypting key to the user so that' the 
regular user can decrypt the encrypted data and 
u^e the data MbVeover, to ensure the charging 
more reliably, ft is desirable tb change the cryption 
key for each data. In'slich case, it is necessary to 

25 deliver different decrypting key for each data, and 
" thW'teadsjb very trbubtesome procedure. ' " 
, ' To s sdl5S®fte above ^ro'blem|, ^ J a^ysterh has 
been proposed by the" present inventors in Japa- 
nese Patent Application 4-1 99942 T GB-931 48^.4, 

30 DE-P4323569.7, and FR-9309213) and Japanese 
< ; Patent Applicatibn 4-289074 ^ ; (GB-9321 742lo, DE- 
P4335835.7 and "FR-931 2725). In these pkent ap- 
plicatibhs, it 1 is provided that by a request for view- 
ing a scrambled prbgram via public telephone line, 

35 a charging center transmits a viewing ' pjBrmit ppde 
for viewing the scrambled program tb a data com- 
munication device and charges and collects a fee. 
Upon receipt of the viewing permit code, a receiv- 
ing device descrambles the program according to 

40 the viewihg permit code arid allows the viewer to 
view the program. Also, to a user for using encryp- 
ted data requested via public; telephone line for 
using encrypted data, a charging center transmits a 
use permit Code for using ehferypted data to a data 

45 communication device and charges and collects 
the fee/ Upon receipt of the use' permit code, a 
receiving device decrypts the encrypted data ac- 
cording to the" use permit code and aflows the user 
to Use the data V /V device 1 for this purpose is dis- 

50 closed in Japanese Patent /^plication 4-276941 
(GB-9321202:5, DE-R4334931 ^5 and FR-9312285) 
by the 'present : inventors: ' \\ 

in the following, ah outline of the invention 
disclosed iri the prior applications will be de- 

55 scribed. 

Fig. 1 , shows a charging system for CATV. This 
charging system' corhprises a CATV station 1, a 
viewing permit code/charging control center ( "con- 

2 
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trof center" ) 2, a communication, device :) 3 and a 
tuner/decoder ( "receiving device" ) 4. A dedicated 
communication line 5 is used for . comrnunication 
between the CATV station J and the control punter 
2, a comrnunication line 6 such as public telephone 
line connects between the control center 2 and the 
communication device 3, and between, the commu- 
nication device 3 and^the, receiving^ d^vjpe 4 is 
connected by supply means 7 such as. online or 
off-line means using flexible disk, and between, the 
CATV station f 1 and the receiving device 4 is con- 
nected by ( cable 8. such as coaxial cable or pptbpal 
fiber cable. . . . , ; 

The CATV station 1 transmits scrambled teleyl- 
sion signal ^to a receiving device. 4, and cjeposit^ a 
viewing perrrjjt code, .(a pejmit Key) ^including de- 
scramble data for descrambling to a control center 
2 jn advance. ( . . , z 

, A gpntrol center 2 transmits a permit ke r y to a 
comraunjcatjpn device -3 corresponding, to a view- 
er's request for viewing i.a scrambled television pro- 
gram via a communication line 6 using a pommu- 
njcatipn device 3/ and charges, a feje v . 3 

, I f viewer ' rece/ves ,.tbe ; pejmit c ,k^y ; . the 
cdmm uliicatipn device T 3« .se^ds., ; the e p^pij^ ,k^y ? fa 
the receiyi^g jdeyi^e^ arjijj the 

receiving ^devipe.' 4 'd^f ambles' tl^e t sc^nr^^d, 
tpleyjsidn. program by the sent permit key. tj^is, 
the* viewer^ reque|Sted| fqr. : viewing the, Sfcramt>tefsl 
television program can view the television .qrograrru 

In addition to the scrambled^ television, prp^ 
gram^ ifie charging system is also applicable" to 
data multiplex broadcasting,, r ^h»ch is rnjjltiplexed 
and broadcast on. television broadcasting program 
or FM audio broadcasting. ^ / r ' * 

Fig. 2 represents a block cjiagrann of a charging 
system which^ is applied . to" data OT ; mmunication 
used in database. , / I , , t f / , 

This charging sysjepn comppse^a cjata CQfn-r 
munication host station "8 such jaV. datai*as§, a 
control center fO, a date comm^iqation device M 
and a receiving' device] 2., T^\.d^t^.cpnirriunica : 
tion' host 'station 9 _aV\q the v coh^c^^ are 
connected by. a dedicated Qomn^u^ 
the control center it) and. tbe. r CQmmu^ 
vice 11 are connected by^ cbr^m.u 
such as public, telephone lihe~thf ; f ^mrriiini^9tip.p 
device 11 sr anb".|ri^ reviving; device 12^Ve, ; pon-r 
nected by appropriate means '15 guch^ps direct on- 
line means or/off-line means such as flexible disk, 
and the data communication host statipn*"9.and.th^ 
receiving device 12 .are connected by a cornmu- 
' nidation line 16 such as public telephone line. r 

The data communication host station 9 trans- 
mits .encrypted data to the receiving device, 12 and 
deposits jh advance a use permit code ( "aperjnit 
key? ) including data for decrypting data, at the 
control center 10. 
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The control center 10 transmits the permit key 
corresponding to a user's request for using the 
encrypted data via communication line 13 using the 
communication .device 1 1 , anc) charges a fee.. 

5 it The user receives the permit key by the com- 
munication device 11, sends the permit key to the 
receiving device 12 by supply means 15, and the 
receiving device 12 decrypts the encrypted data by 
the sent permit key. Thus, the user requested for 

10 using, encrypted data is allpwec^tp,use .the data. 

By the system according to the invention de- 
scribed in the prior applications, it is possible to 
reliably deliver and .receive the,.perm,it key and 
charge the fee for at the, sametime and in reliably 

75 manner. . . 

However, the request for using data and the 
transmission of the permit key. are executed via 
general 'communication , line such as public tele- 
phone, line. For trjis reason, the requests may not 

20 be pcpcessed adequately wf?en. there are too- many 
requests at the same time. 

§tjMiyiARY QF^THE INVENT^N. 1/ ", L 

Itjlf ,$n p(?ject.of ^€{ ; ^re^nl 0 |pv^njti<^> tp. £rcfe 
v|dje 0 i£c^ ^iph.itjs pos^ibjq, jjn r 

a^datebasp, or lr C^TV' '^stem for pharping^a Jee 
using "a permit key, to prpcess a^eque^st for the, 
permit key . .even when there are . too . many re- 
quests, and not to r charge t£e jfce if the. received 
permit key has notbeen^used. r '., . 

It . is further; object pi the present invention to 
provide method ^for uiijiiipg the crypt key with 
security ( and without increasing the cost. ;V 
35 To attain the a(x>ve. objects, the permit key is 

brpadca^t via data muitiplexi -broadcasting or .data 
broadcasting. :r f . .. ^ 

A user for using database requests fpr-use to a 
database host station. Tp. this request for use, the 
database host statipjri phargea "'a' f f e^ ; and transmits 
encrypted data. The us^r . requested for^use of data 
decrypts the encrypted data by ; p repeived, permit 
key, and uses the data. .-i xC . 

A viewer, request^ for viewing, CATV, scrambled 
program v to a CATV station. To this,. request, . the 
CJATV station' charges, .^e^fe^ andl tr;an?rT)ks the 
scrarpbled program. , The . viewer . requested for 
viewing desprambles.thj^ scrarribled program by a 
received permit'key, and views fee program. 
50 The permit key can be.obtaiped free of. charge 

by data, broadcasting', and^tlje fee is charged when 
the data has' been actually u?ed or the program 
has ^een actually viewed. , ; 

Further, as the methods to utilize crypt key, 
55 there are a way, in which. a non-cry pted permit key 
is broadcast by data broadcasting, and encrypted 
data or scrambled, picture is transmitted from the 
database host station or the CATV station, and the 
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encrypted data is decrypted or the scrambled pic- 
ture is descrambled by, the non-crypted permit. key 
broadcast by the. data broadcasting; another way, 
in which an encrypted , permit key is broadcast by 
data broadcasting, encrypted, data or scrambled s 
picture are. transmitted from the database host sta- 
tion or the CATV station, the encrypted permit key , 
is decrypted, by a decryption key incorporated in 
the equipment used or by a decryption key given, 
in advance, and the encryption, of the data is de- to 
crypted. or the scramble of the picture is descram- 
bled by the decrypted permit key; or, other way, in* 
which an encrypted permit key is broadcast by 
data broadcasting, encrypted data or scrambled 
picture are transmitted from the database host sta- is 
tion or the CATV station, a decryption key, for 
decrypting the encrypted permi.t key is transmitted 
together with the encrypted data or the scrambled 
picture from the database host station or the CATV, 
station, the encrypted permit key is decrypted by^ 20 
the decryption key, and the encrypted • data, is. de- 
crypted or the scrarnbled picture is descrambled 
by the decrypted permit, key. , , r 

BRIEF DESCRIPTION OF THE DRAWINGS ' _ J; 2$ 

. Fig. 1 is a, block diagram for, a CATV system, 
described in the prior patent applications; V 
Fig. 2 is a block , diagram of a database .system 
described in the ; prior patent applications; 30 
Fig. 3 is a block diagram of a database system,* 
in which the present invention is applied; 
Fig. 4 is a block diagram .of a CATV system, jn 
which the present invention is applied; 
Figs. 5A, 5B and 5C represent application exam- 35 

. pies of a crypt key system of the present inven- 
tion; . . , . ._ . ^ , . , 
Fig. 6 is a detailed block diagram of a database 
system, in which , the . present invention . is : ap- 
plied; , - K . ■ . < ^ 

Fig. 7 is a, detailed block ..diagram of another 
database system, in which the present invention 
is applied; , 

Fig. 8 is a detailed, biock diagram of a CATV 
system, in ,which the present invention, is ap- 45 
plied;, . , v . ... M; . . ^, 

. Fig. , 9 is. a detailed block diagram of another 
CATV system, in which the present invention is 
applied; r : . t , 

Fig. 10 is. a detailed block diagram of another so 

. CATV system, .in which the present invention is 

. applied; > ... • ,. . ^. , . • . . 

Fig. 11 is a detailed blpck .diagram of another 

. CATV system, in which the present invention is 
applied; 55 
Fig. 12 is. a detailed block diagram of another 
CATV system, in which the present invention is 
applied; 



Fig. 13 is a detailed block diagram of another 
_ CATV system, in which the present invention is 
applied; and 

Fig. 14 is a detailed, block diagram of another 
CATV system, \n which the present invention is 
applied. 

DETAILED,; DESCRIPTION 6f THE PREFERRED 
EMBODIMENTS / ^ 

In the following, description will be given on 
embodiments of the present invention, referring to 
the drawings. 

^ Fig, .3 is a block diagram showing a basic 
construction of a system, in which the present 
invention is, applied to database. 1 

This system , comprises' a broadcasting station 
21 for broadcasting data by BS.CS or terrestrial 
wave television or by multiplex broadcasting such 
as ( FM or by. data broadcasting, . a 
database/charging center 24, serving as database 
and also serving /for charging, a receiving device 
i% } for receiving the broadcast data, and , a data 
communication device 23 for carrying put jriate 
communication with the database/charging center 
2i {: '^ /,v vv Qri ' r °' "'' ' - *• ' ^ 

The broadcasting r: statioiri 2,1 ; J and the 
database/charging center §4 are connected by sup- 
ply means 28, i.e. W4ine communication means 
such a^ a dedicated cpmmuniciation line pr off-line 
means suph ^.flexible disk! the dataibase/charging 
center 24 »ancl the, communication device 23 are 
connected by communication line? 27 such as pub- 
lic telephone lin^, the broadcasting station, 21 and 
tt^e receiving device i 22 are connected by broad- 
casting '.waves' 25, and the receiving device 22 and 
th$ communication device; 23 are "connected by 
appropriate supply means 26 i.e., direct on-line 
means or pjff-ii'ne meansTsucri as flexible disk. 

In this" system, the database/charging center 24 
supplies a, us§., permit code, ( "a..,permif ke»y" ), 
including data for decrypting individual encryption 
of the, data ,Xp be supplied, to the broadcasting 
station 21 by supply "means 28. In this, case, for 
conyenience or prpmotibn .of^data use^ a menu 
showing a tfijble.pf,, contents ^including the titles of 
the, data available or ,a preview shoeing brief de- 
scription of the, data are. also supplied., 

i .The broadcasting station 21 broadcasts the 
permit key, wfticb is. with encrypted or without 
encrypted, the menu and the., preview jas supplied 
from the database/charging center 24. 
( „ Upon receipt of th$ permit key, the menu and 
the., preview broadcast .from the broadcasting sta-. 
'tion 21, the receiving device 22 sends them to the 
data communication device 23 connected elctrical- 
ly, with, by supply, means 26 directly c^n on-line 
basis; or ' on off-line basis after recording, them on 
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flexible disk. 

A user who wishes to use the data of the 
database 24 requests for use to trie 
database/charging center 24 via a communication 
line 27 such as public telephone line using the data 
communication device 23. 

The database/chargjng t center 24 encrypts, the 
data, to which the user has requested for use, | 
transmits it to the communication device 23, and " 
charges the fee. ( • 

Upon receipt of the encrypted .'data, the data^ 
communication device 23 decrypts the^ encrypted" 
data, transmitted from the database 24 ; usin§ the 
permit key sent from the receiving device 22 to be 
used. . , , j 

Fig. 4 is a block' diagram of a baste construc- 
tion of a system, in which the present' invention is 
applied to a CATV^systerh. _i . ; ! 

This system comprises a broadcasting Ration 
21 for broadcasting data by BS, CS, or terrestrial 
wave televisiori or by multiplex broadcasting such 
as. FM or by data broadcasting, a C ^TV/charging 
cerrfer 30 serving as a CATV station and alsb 
serving for charging, land a Corornun^ 
receiving device ^S^for requesting for ^iewih^ W 
the CATV/charging center 30 and also for receiyihgf 
picture signal from '^^^^[^^^9^ 
\ / The broadcasting Ration G "'2l£' arid "the 
dATV/chargihg cente? 30' are cpnniected bysupF>ly' 
means 28, i.e. on-line rneahs subh as a dedicated 
communication line or by on-Hrie^mSariS.Such ^ 
frexible disk/the CATV/6riarging center 30 and the 
communication/picture receiying. device 29 are con- 
nected by a CATV cable 31, and ^he broadcasting 
station 21 and the "receiving device 22 'si're' con- 
nected by broadcasjEirig waves' <£\ ttifc ' receiving 
device 22 and the. communicatioh/pfjrtU 
device 29 "are connected by su^l/ jfeah^ 26, He, 
direct on-line means or off-line 1 mearii ^such* as 
flexible disk. , . . 

In this system, the CATV^fia^tn'g r eenter "30 
supplies a yiewing 'permit cddS ( "a 'jtetfntt' key'".'), 
including data for deicrambling ' each scrambled 
program to be supplied; l X6 'the broadcasting station 
21 by supply means 28, Ke, com^ 
such 4s" i dedicated cornVn'oriicattoh line or' by 
flexible disk! ' in this case, fcV corW'tf^^jnfc 
ing, a menu of 'the >rograms^yaifkble IribiycJing 
their titles, or a preview' rhtroducjh^i the' programs 
such as preliminary announcement are '-also* sup- 
plied in order to prdmote the viewing of ttte plrp- 
grams. 

- * The' broadcasting* station : 21'° broadcasts the 
permit key, which is with iBnprypted or without 
encrypted, the menu and "the preview as supplied 
from the CATV/charging center 30. 

Upon receipt of these' data broadcast from the 
broadcasting station 21, the receiving device 22 



supplies these data tc- the electrically connected 
communication/picture' receivihg device 29 by sup- 
ply 'means 26, i.e. direct on-line means or off-line 
means after recording them on flexible disk. 
5 : The CATV/charging center 30 scrambles the 

program and transmits it' to the cpmmunica- 
tion/picture receiving device 29. 

A" viewer who wishes to 1 view the program re- 
quests for viewing of the program "to the 
io CATV/charging center 30 via com rhunication line 
such as public telephone line or via CATV cable 31 
using" communication function of the communica- 
tion/picture receiving device. 
: Upon receipt of the request ; for viewing, the 
is CATV/chargihg center 30> charges the fee for view- 
ing the program, and collects the fee. 
* The communication/picture receiving device 29 
receives the Scrambled program from the CATV 
station 30, and d^scrambles it using the permit key 
20 supplied frorn the receiving device 22. 

/If the permit key is duplicated or falsified, use ' 
beyond the pemitted range can be performed. To 
prevent such manner, the number of use times -of 
the permit key is limited to one time-or to several 
& times. 'Z^' 1 ' ~- ' r * 

In the^ system described in the prior patent 
applications? the' fee 1 is charged 'before the; permit 
key is actually Used, thus', 1 inconveniences may 
arise if the effective period is limited. ln contrast, in 
do the invention of the present ' application; the permit 
key is available free of charge by the data broad- 
casting, arid the fee is charged when actually the 
data is used of the program is viewed. Therefore, 
no inconvenience arises even when the effective- 
35 period is 1 limited. Preview of television program 
currently iri practice normally covers one week, and 
an effective period of about one week may be set 
to the piBrrhit key: 1 " ; v * \ ' 
- If the permit key is encrypted^ it is possible to 
46 prevent duplication or falsification of the /permit 
key. However, if the permit key is encrypted, the 
permit key cannot be used unless decryptedr- 

To decrypt, it is necessary to have the key for 
decryption. In case" the number of the users for the 
45 key is not many, the key con be delivered to them. 
However, in case the number of the users is unlim- 
ited as : irt the system of the* present ihvention/such 
approach' is not adequate. 1 1 .< r*.- 

For this purpose, a method has been piro- 
50 posed, by which the key for decrypting is stored in 
ROM in the equipment to be used. 'However, this 
may lead to increase of equipment cost, arid there 
"fs no guarantee that the key is not cryptanalyzed. 
In the following, description will be- given on a 
55 method to use crypt key which can be used for the 
crypt key system of thei present invention and 
which guarantees security and involves no cost 
increase. 
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Figs. 5A, 5B and 5C schematically illustrate^ 
method to use the crypt key of the present inven-, 
tion, in which Fig. 5A represents a method r to use 
crypt key shown in Fig. 4, ,and Figs. 5B and 5C, 
represent the method to use crypt key without 
relying pn the method of Fig. 4. 

In Fig. 5A, a pon-crypted permit key is broad- 
cast by data broadcasting, and encryted data .or 
scrambled picture are ^transmitted from a database 
host station or a CATV station. Encrypted data is. 
decrypted or the scrambled picture is descrambled 
by the non-crypted permit key, which, has been 
broadcast by data broadcasting. 

In Fig. 5B, an encrypted permit key is broad- 
cast by data broadcasting, and encrypted data or 
scrambled picture are transmitted, from the 
database host station or the CATV station. Cryption 
of. the permit key is decrypted by^ decryption key 
incorporated in the equipment or by the decrypting 
key given in advance. By the decrypted permit 
key, the data is decrypted or the picture is de- 
scrambled. } , ( :,, 

. The method shown in. Fig. 5C is the same as 
the method shown ia ^ig..5B in that the encrypted 
permit : Key t Js broadcast by the. data. /brpadcastihg 
and, r the encrypted : data .or } the. scrambled [picture 
are transmitted from the database host stationVpr 
the CATV station. However, in the method.shpwn in 
Fig. 5C, a decryption key for decrypting the enr 
crypted permit key is transmitted together with the 
encrypted data or the scrambled picture from the 
database host station or the .CATV station... 

The cryption of the permit key is decrypted by 
the decryption key, and then, this decrypted permit 
key decrypts the encrypted data i or descrambles 
the scrambled picture. 

CATV system is broadcasting television pro- 
grams. Description is now given on how the permit 
key is transmitted, by this broadcasting. . 

The system shown in Fig. 6 comprises a CATV 
station/cpntrpl center 32, serving as a broadcasting 
station and also as a CATV/charging center, and a 
communication/picture receiving device 29, serving 
also as a receiving device, in contrast to the sys- 
tem shown in Fig. 4i which comprises a broadcast- 
ing station 21, s a receiving device 22, a 
CATV/charging, center 30 and a communica- 
tion/picture receiving device ' 29. CATV sta- 
tion/control center 32 and the communica- 
tion/picture receiving device 29 are connected only 
by CATV cables 33 and 34. 

In this system, the CATV/control center 32 
broadcasts a menu of programs and a preview via 
data channel of the CATV cable 33 together with 
the permit key, which includes data fordescram- 
bling individual program. 

. These data broadcast from the CATV sta- 
tion/control center 32 are. received by the commu- 
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nication/picture receiving device 29. 

; A viewer, who wishes to view the program, 
requests for viewing of the program to the' CATV 
station/control center 32 via CATV cable 34 using 

5 communication function of' the communica- 
tion/picture receiving device 29. 

Upon receipt of the request for viewing, the 
CATV station/control center 32 transmits scrambled 
program, via the CATV cable 34, transmits a permit 

10 key via the CATV cable 33, and charges a fee for 
viewing the program. 

Upon receipt of the scrambled program, the 
communication/picture receiving device 29 de- 
scrambles the requested program using the permit 

75 key, which has been broadcast via data channel. 

. In Fig. 6, two cables (i.e. CATV cables 33 and 
34) are used N while two-way communication may 
be performed by the use of a single cable. 

In the above, description has been given on a 

20 basic arrangement of a system, in which the 
present invention is applied to database or to 
CATV. Next, description will be given on the detaNs 
of , data broadcasting, as well as how to apply for 
use of database, and how to apply for pATV! . 

j25 ' . s . In" the system, in wh|cri the" present invention is 
applied, tp.r^atab^errfhe/ permit key, menu ancl 
preview are broadcast, arid in tfe system, in which 
the present invention is applied to CATV, the per- 
mit key, menu of programs and preview are broad- 

30 cast, as data broadcasting. This has been, already 
explained in the above. 

In case database is utilized, it js. necessary to 
hjave information as- to which data is contained in 
the . database. For this purpose, it is convenient for 

35 the user if a guide hpwjo use the database; t and > 
menu are broadcast together/. with the permit key. 
In thi§ case, if a brief description of the content of 
the data is added, it will be more convenient. 

The same applies to the case where the viewer 
. 40 wishes to view. CATV. In case of CATV, the use of 
CATV can be. promoted jf a menu of programs or a 
preview for the programs are broadcast. 
\. These menu, preview of .programs,, and brief 
description of the programs can be broadcast when 

, 45 necessary, , while it t would be . convenient for the 
users and the yiewers if these are broadcast at the 
^me time as. the permit key. ^ ' w . _ 

The request for use of database is executed 
.only^ by the f menu,. but the. r request for viewing 

so . CATV program i can be executed , by indjceting the 
broadcasting time jn addition tp the menu* of prp- 
: grams.. : . . \ ' *"'. ( J , 

Description will be 7 given oh the details refer- 
ring to Figs.. 7 to 14. " 

55 . In these figures, the examples shown in Fig. 7 
and Fig. 8 relate to the database, and the examples 
; shown in Rgs. 9 to ,14 relate to CATV. .. 
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The component elements shown in these, fig- 
ures are the samb as those given in Fig ' 3 and Fig. 
4, and detailed description is not given here. \ 

In a system shown in Fig. 7, in which the 
present invention is applied to database, a 
database/charging center 24 supplies a non-cryp- 
ted ^permit key, a menu and a preview to a broad- 
casting station 21 in advance. \ 

The' broadcasting station '21 broadcasts the : 
permit key, the menu and the preview as supplied 
from the database/charging center 24. 

A receiving device 22 receives the** permit key, 
the menu and the preview, and" sends them to a 
communication device 23. 

A user who wishes to use the data requests to 
trie database/chargig center 24 by indicating trie 
number of the menu using the communication de- 
vice 23. c U a . \ \'_ 

The database/charging cehfer 24 encrypts the 
requested data and transmits it to the communica- 
tion device ^3, and further charges a fee for data 
use. 

Upon receipt of the encrypted data, the cqrh- 
munication device ^3 decryjpts* tfte^eHcfyptea^ d^ 
transmitted from thV <jatat)^se ^usirj^thb* pferm^ key 
Sent frorif the receiving devicl : 22~sb^teit ttfl dferta 
will be ready for use. , 

Ih a sysferfi shown in Fig. 8, in which the 
present invfentioft is appKed' to database, ' a 
datebase/charging center 24 supplies an encrypted 
permit key, a menu and a preview to a broadcast- 
ing station 21 in advance. 

The broadcasting 1 station 21 broadcasts the en- 
crypted permit" key, the menu and' the preview as 
supplied from. the d%base/crikrgihg cenfer 2^ 

A receiving device 22 supplies the' permit key, 
the menu and the previe'w to* a communication 
device* 23. 

■ r A user w.ho wishes to use this data requests to 
th£ database/chargih0*"cehter 24 by indicating the 
number of the menu using the communication de- 

. vice 23. * : .;'* : ; J • , ~ 1 

The database/Charging' center 24 enbrypts the 
data, to which a request for use has been made 
and transmits it to the comrriunifc^tibn ^device 23 
'together with the description ;key for ^'decrypting tKe 
encrypted permit key.'-and' charges a fee'for uie of 
the data. J '^\\\ *' > t 

Upon receipt of the encrypted jdata and the 
decryption key lot encrypted jaermit key, the com- 
munication "device 23 decrypts the encrypted per- 
mit key , supplied from the receiving devicS' 22 
using thb decryption key for encrypted permit key 
- and further decrypts the encrypted data transmitted 
from the database using* the decrypted permit key 
so that the data will be ready for use. \ ; 

In a system shown in ; Fig. 9; in which the 
present invention is applied to CATV, a 



CATV/charging center 30 supplies a hon-crypted 
perinhit key to a broadcasting station in advance. 

r " The' broadcasting station 21 broadcasts the 
permit key supplied from the CATV/dhargi rig center 

s 30. ■ ' ;v. ; : • ; . % / ( [' 

A receiving device 22 receives the data of the 
perrnit key and sends it to a communication/picture 
receiving device 29. 

" thd ^CATV/charging" center 30 scrambles ipic- 
io tur# of the programs and transmits iV to 1 the com- 
munication/picture receiving device 29. ' 

The CATV/charging center 30 charts a fee for 
viewing, which a viewer requested "for viewing by 
indicating tho broadcasting time using the- commu- 
te nicati on/picture receiving device 29. 

? Upon ' receipt of ^the scrambled picture, the 
ebnimunicatibii/picture receiving device 29 de- 
scrkmbleS' the scrambled pibture "transmitted from 
the C?ATV/chargihg center' 30 1 using tW'permit key 
20 s&rtt from the Yefceivihg d^/ice 22. 

In a system shown in Fig. 10, to which the 
present invention is applied to CATV, a 
CATV/charging center 3d' supplies a nbn-crypted 
permltSley lb tf brbadCTSting station 21 in advance!. 
25 W^ s brbadb&ting statibh 'i'-tf ' brbiadb^sts '-fhe 

SirnVit $u>bfed frbm^trfe 

30 xtib'-r. v v "K?S ton- -nc.: r.'^vi 

' ' " A receiving device 22 sends the data bf the 
permit' key to a^communication/pictfire receiving 
ho device 2fl? r; ® ; " 7 

The CATV/charging' center 36 scrambles pic- 
ture of the programs arid transmits it to the cbm- 
munication/picturb receiving device 29. - 

' ! The CATV/charging center 30 bharges a feefOr 
35 viewing, whictt a viewed requested for viewing by 
indicating the number of the program " using the 
cdmmuhicatibn/pictufe receiving device 29. ' *- 
' Upon receipt of tfie f scrarhbled picture, 1 the 
communicatibn/pictuf'e receiving- device^ 29 de- 
40 scrambles th<B scramlblldcl " -|3I^lfire^ ,l traAMrnflldd from 
the CATV/charging center 36 bsirig4hb permit key 
"supplied from the receiving device '22 sb that the 
picture will be ready f bf viewing. >j v 
~ • In a system shoWn in hg; 1f ; tb which the 
45 present invention ; is applfed : - to CATV, a 
" 3 CATV/charging center 3d supplies* a menu of the 
prbgrarriis and 1 a preview together with a r: non-cryp- 
ted permit key to a broadcasting statibh 21 ih 
advance. - 1 " 

50 > the broadcasting station 21 broadcasts the 
permit key, the menu; and the- preview supplied 
' from the CATV/charging center 30. 
' A receiving device 22 sends the received per- 
mit key 4 the menu and the preview to a commu- 
55 nication/picture receiving device 29. 

The CATV/charging centef 30 scrambles pic- 
ture of the programs and transmits it to a commu- 
nication/picture receiving device 29. ' 
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. The CATV/charging center 30 charges a fee for 
viewing, which a viewer requested for viewing by 
indicating the broadcasting time using the commu- 
nication/picture receivingdevice 29. 

. Upon receipt of the scrambled picture, the 
communication/picture receiving device 29 de- 
scrambles the scrambled pictures transmitted from 
the CATV/charging center ^30 using the permit, key 
sent from the receiving device 22 so that the 
picture will be ready for viewing. 

In a system shown in Fig. 12, in which the 
present invention is applied to CATV, a 
CATV/charging center 30 supplies a menu of pro- 
grams and a preview together with a non-crypted 
permit key to a broadcasting station 21 in advance.. 

The broadcasting station 21 broadcasts the 
menu and. the preview together with the permit key 
supplied from the CATV/charging center 30. 

The receiving device 22 sends the received 
permit key, the menu and the preview to the.com- 
munication/picture receiving device 29. 

The CATV/charging center 30 scrambles pic- 
ture of the programs and transmits it to .the com- 
munication/picture receiving device 29. 

The CATV/charging center 30 charges a fee for - 
viewing, which a viewer requested for viewing by 
indicating t the ' number' of the .: program using, the 
communication/picture receiving device 29, 

Upon receipt of the scrambled picture, the 
communication/picture receiving device 29 de- 
scrambles the scrambled picture transmitted from 
the CATV/charging center 30 using the permit key 
supplied from the receiving device 22 so , that the 
picture will be ready for viewing. ' 

In a system shown in Fig. 13, in which the 
present invention is applied ..'/to,.. CATV, a 
CATV/charging center 30 supplies a menu of pro- 
grams and a preview together with an encrypted 
permit key to a brpadcasting^station 21 jn advance. 

In this system, the menu and the preview are 
not necessarily needed and these may nqt be 
supplied. . . ... 

The broadcasting station 21 broadcasts the en- 
crypted permit key,, the menu and the preview 
suppjied from the CATV/charging center 30. 

The receiving device 22 supplies the received 
encrypted permit key, the menu and the preview to 
the communication/picture, receiving device 29. 

The CATV/charging center 30 transmits a key 
for decrypting the encrypted permit key together 
with the scrambled; picture of .programs to the 
communication/picture receiving device 29. 

The CATV/charging center 30 charges a fee for 
viewing t which a viewer requested for viewing by 
indicating, the broadcasting time using the commu- 
nication/picture receiving device 29. 

Upon : receipt of the scrambled picture .and the 
key, the communication/picture receiving device 29 



decrypts the encrypted permit key supplied from 
the repeiying device 22 using the received key and 
then, r descrambles the scrambled picture transmit- 
ted from the CATV/charging center 30 using the 

5. decrypted permit key so that the picture will be 
ready for viewing. 

In a system shown in Rg. 14, in which the 
present invention is applied to CATV, the 
CATV/charging center 30 supplies a menu of pro- 

Tp grams, a preview together with an encrypted permit 
key to a broadcasting station 21 in advance. 

In this system, the menu and the preview are 
not necessarily needed, but it is preferable that 
they are supplied for the convenience of a viewer. 

75 The broadcasting station 21 broadcasts the en- 

crypted permit key, the menu and the preview 
supplied from the CATV/charging center 30. 

The receiving device 22' supplies the encrypted 
permit key to the communication/picture receiving 

20, device. 

The CATV/charging center 30 transmits V key 
for decrypting the encrypted permit key together 
with the scrambled picture of the desired program 
to the communication/picture receiving device 29. 

2£ r J^ C ATV^hargi ng center 30 cliarpes a fee for 
viewing, which a viewer requested for viewing by 
indicating the program number pf . the desired pro- 
gram using the com muni cation/picture "receiving 
device 29. 7 t ' / 

$o . . Upon receipt of the scrambled pictures and the 
key, the communication/picture receiving devjce 29 
decrypts the encrypted permit key supplied from 
the receiving device 22 using the received key, and 
descrambles the scrambled picture transmitted 

35 from the CATV/charging center 30 using the de- 
crypted permit key so that the picture will be ready 
for viewing. 

Claims 

1 : A crypt key .system for decrypting an ehcryp- 
\ ,. te>d data for- use, by a permit key including a 
r . f decryption . . : key, comprising a 
database/charging center. £4, a broadcasting 
45 , station* 21, a 'receiving devfce 22°arid a.com- 
municatidn device 23, whereby:. 

said permit key is supplied to said broad- 
. ... pasting .station 21 .in 'advance, from said 
database/charging center 24; r 
.so , . said permit key is broadcast from said 
broadcasting station 21; 
;r . " said receiving device 22 receives broad- 
cast said permit key; _ 
. } .a request for usiriig is executed to said 
.55 , database/charging, center £4 via , said data 
communication device 23; 
^ . said database/charging center 24 transmits 

the encrypted .data to said communication de- 
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* vice 23 and charges a fee for use; and ^ ^ 
] " said communication device 23 decrypts 
saicl encrypted data to be used by said permit' 
key received by said receiving device 22. 

2. A crypt key system according to C[airfV 1, 
wherein said permit key is hot encrypted. 



key system according to' Claim 1 , 
wherein v said permit key is encrypted. " 



A crypt 



4. A^crypt key system for decrypting ah encryp- 
ted data for use, by a permit key including a 
'decryption key, comprising / a' 
database/charging center 24, a broadcasting 
station 21, a receiving device 22 and a com- 
munication device 23, whereby: 

* said permit 'key , a menu and a preview are 
supplied to said broadcasting' station 21 in 
advance frpm, sajd database/changing Center 
f "24;'* "' / . u , 

said receiving device 22 receives said per- 
r Vmit key, said menu and skid preview; J ' " 
~ \* a request ;f or uslrip ' is_\Sxeplited*'ta^sAid 
database/charginjg c6riterr 24" via said^corrimu.- 

nicatiqn device 23; . . s 

4 £kjd database/c^r^ing fc§r1t||r 24 ^anlft'its 
the enbrVpted dala to said cornmuniQ^t»on de- 
vice 23 and charges a fee for use; and * ' 
' v said communication device 23 decrypts 
said' encrypted data to be used by $aid_ permit 
'key received by said receiving device 22. '[ [ 

5. A crypt key "system accbrdi^ to fcl'kim 3 4, 
wherein said permit key is hot encrypted. 

6. A crypt key system according to Claim 4, 
wherein said permit key is encrypted. 

7. A crypt key system for descrambling a scram- 
bled picture signal for viewing -Osing a viewing 
permit key jncludirtg v k key" for dfe^crarrtbling, 
comprising' a CATV/charging '^iehter^O, a 
broadclsiting" Station 21 , a rbeeivihg 'device 22 
and a c6mrhunication/picture Vec0ivfng device 

29, whereb^:'' ' / ^l^f'^L " 
~ 'said viewing permit key i$" Supplied in ad- 
vance to saild broadcasting staii'On 2ifr&fa said 
CATV/charging'center 30; ^ j ' c r 

said" viewing permit key is broadcast from 
said broadcasting statibn 21; ' : 

' skier deceiving dev(ce 22 receives broad- 
cast said viewing permit key; * ' ' ; 

a request for viewing is executed to said 
CATV/charging center 30 vfk said '&mrhunica- 
tion/picture receiving device 29; ' 
1 * said CATV/charging center 30 transmits 
the scrambled picture signal to said commu- 
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nication/picture receiving 1 device 29 and 
charges a; fee; and \ 

1 ' skid communicatioh/pictiire receiving "de- 
vice 29 descrambfes said "scrambled picture 
signal for viewing using said viewing permit 
key received by said receiving device 22. 

8: \A crypt key system According to Claim 7, 
' ; 1 wherein said vtewing permit key is not ericryp 1 
ted.- u ' ' ' V * 

9. A crypt key system according to 1 Clairri 7, 
wherein said viewing permit key is encrypted. 
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A crypt key system for descrambling a scram- 
bled picture signal for viewing using a viewing 
permit; key including a key for descrambling, 
comprising a CATV/charging center 30, a 
broadcasting station 21, a receiving device 22 
^nd a communication/picture receiving device 
29, whereby: ';" \. " 

' c said Viewing p&rmit key, a menu of pro- 
grams ^ and a preview' are supplied tb tv said 
broadcasting 8 station^ f 21 in adviance from^said 
* ^Aiv/chafging'center 30; l!V r " 'f \ " : ?c . 



Vd 



. //charging * ~ . _ _ . . 
n,v skid viewing 'piVmit l^y. ''skid 'if^e^^nd 
kkid preview are broadcasPffom Said 'bfoad-' 



casting Station 21 ; ; 

" saiid r§cfeiving device 22 receives "said 
viewirfg permit key , said 3 menu and "said ■ pre- 
view r thui : broadcast; " 5 "' : " _ : ' ' 

' a request for Viewing is executed to said 
CATV/charging center 30 via said communica- 
tion/picture r receiv|ng device 29; 

said 1 dATV/charging center 30 transmits 
the^ scrambled picture signal- to said commu- 
nication/picture 1 receiving device "29, arid 
: charges a fee; and 1 ■ \'\ ' \ 1 ] ' 
: 1 said cdmrttunfeatiort/picture ' receiving de- 
vice 29 desc^kmble^ said scrambled picture 
signal fer vi^win'g " using 'Said viewing ' permit 
key received by said receiving device 22. 

A crypt key system kocprBing ^ to Claim 10; 
wherein said viewing permit key is not encryp- 
ted: * * ■ ' '■< : « 



1Z A crypt key system acbdrdih^^ fo Claim 10, 
wherein ^aid viewing 'permit key is encrypted. 

li A crypt key system' for descrambling a scram- 
bled picture sighai for* viewing Using a viewirig 
permit key including a key for descrambling, 
comprising a CATV/control center v 32 and a 
communication/picture receiving device 29;' 
said viewing permit key, a menu of pro- 
" grams, and a preview are supplied to said 
communication/picture reckiving device 29 - in 
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14. 



15. 



16. 
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advance from said CATV/control center 32; 

a request for viewing is executed to said 
CATV/control center 32 via said communica- , t[. 
tion/picture receiving device 29; 

said CATV/control center 32 transmits the 5 
scrambled picture signal to said communica- 
tion/picture receiving device 29. and charges a 
fee;; and *- / J ' 

\sa\6 communication/picture receiving de- 

vice 29 descrambles said scrambled picture 10 : 
signal for viewing using said received viewing m .... 
permit key. 

A crypt key system according to Claim 13, 
wherein the supply of the viewing permit key, is 
the menu of programs and the preview from 
said CATV/control center 32 to said commu- 
nication/picture receiving device 29 is execut- 
ed by a CATV cable, and the request for 
viewing from said communication/picture re- 20 
ceiving device 29 to said CATV/control center 
32 and transmission of, the scrambled picture 
signal from said CATV/control cehter 32 to 
said communication/picture receivings device 
29 are executed by 1 another CATV-cablei; .'■ V'*0 

A crypt key system according to Clairh i3;r!: : c ; I 
wherein the supply ot the vjewjng permit key, 
the menu of programs and the preview from 
said CATV/control center 32 to said commu- 30 
nication/picture receiving device 29, the re- 
quest for viewing from said communica- 
tion/picture receiving device 29 to ^aid 5 
CATV/control center 32, and transmission of 
the scrambled picture signal from said 35 
CATV/control center 32 to said communica- 
tion/picture receiving device 29 are executed 
by a single CATV cable. , r y ; >• 

A crypt key system for decrypting an encryp- h , 40- < 
ted 'data for use by a permit key including a ; _ 
decryption key, whereby: 

an encrypted permit key is broadcast; 

said encrypted data is transmitted from a 
database host station; 45 

said encrypted permit key is decrypted by 
a key for decryjDtirig, which is incorporated in 
an equipment" used or delivered in advance; 
and * -.. } ., : ; 

said encrypted data is decrypted by said so 
decrypted permit-key. 

A crypt key system for descrambling a scram-. 1 a. 
bled picture for viewing by a permit key includ-- 
ing a key for descrambling, whereby: ' \ "1 55 j> 

an encrypted permit key is broadcast; ..... , 
said scrambled picture is transmitted from f ; ^ 
a CATV station; 



said encrypted permit key is decrypted by 
^a key for decription, which is incorporated in 
* an equipment used or delivered in advance; 
and 

said scrambled picture is descrambled by 
said decrypted permit key. 

ia A Vypt key system for decrypting an encryp- 
- ted data fpr use by a permit key including a 
decryption key, whereby: V 
m . an encrypted permit key is broadcast; 
a key for decrypting said encrypted permit 
key is transmitted together with said encrypted 
data from a database host station; 

said encrypted permit, key is decrypted by 
said key for decrypting; and 

said encrypted data is decrypted by said 
decrypted permit key. 



19. 



A crypt key system for descrambling a scram- 
bled picture for viewing by a permit key includ- 
ing a key for descrambling. whereby: - 

an encrypted permit key is broadcast; 
-™a key for decrypting said encrypted permit 
key is Vansmittedlogether. <with said scrambled 
picture fronri a CATV station; 

said encrypted permit key is decrypted by 
said key for-decrypting;* and ~ -™" ~ 

said scrambled picture is descrambled by 
said decrypted permit key. 
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(54) Crypt key system 

(57) In a database or a CATV system for charging a 
fee using a permit key, to prevent troubles, which may 
occur when there are top any requests for the permit 
key, the permit key is broadcast via data multiplex 
broadcasting or via data broadcasting. 

A user who wishes to use the database requests tor 
use to a database host station. To this request, the data* 
base host station charges the fee for use and transmits 
an encrypted data. The user requested for use decrypts 



the encrypted data by the received permit key and uses 
the data. 

A viewer who wishes to view a scrambled CATV; 
program requests for viewing to a CATV station. To this 
request, the CATV station charges the fee and transmits 
a scrambled picture. The viewer requested for viewing 
descrambles the scrambled picture by the received per- 
mit key and views the picture. 
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